
 

How at risk is your business during power outages? 
 
Extended power outages have seen shopping centres having to close, fuel stations having to shut as 
petrol pumps can’t function with forecourts and garage shops being plunged into darkness. Retail is the 
one sector where the effects of load shedding on small businesses will be visible first. ATM’s go off-line, 
security in all businesses is compromised and many potential customers or consumers just stay at home. 
Most people don’t walk past or see the numerous offices full of employees sitting around for hours at a 
time, completely unproductive as a result of power outages.  If a business continues to lose trading days, 
it will at some stage have to bite the bullet, cut shifts and/or reduce the number of staff. 
 
In order to “normalise” business operations, many businesses have been forced to invest in expensive 
generators, UPS devices or inverters as extended disaster recovery procedures. The capital cost of these 
and on-going running costs (fuel/diesel/electricity) have had a major impact on the cash flow and 
profitability of small and medium sized businesses. If businesses remain unprofitable as a result of higher 
operating costs in order to compete, they might hit a wall sooner than later. 
 
So while most business operators are by now acutely aware of the impact of power outages on their 
businesses from a trading and productivity perspective, have you considered all the other risks that now 
accompany power outages? 
 
Security - Just how secure is your business and do you have appropriate automatic back-up power, 
generators or UPS devices or inverters in place to ensure that your response alarm, CCTV coverage, 
lighting, electrical doors and/or electrical fences continue to operate and function - particularly outside 
normal working or operating hours?  Criminals are capitalising on power outages and are targeting 
businesses in areas during their scheduled load shedding. Power outages represent a specific risk to 
businesses whose insurance policies may require alarms, lighting and electrical fences to be operative at 
all times, with generator installation needing to have been undertaken by an accredited installer holding a 
certificate of competence.  
 
Systems - Systems availability and accessibility 24/7 is now a basic business requirement for both the 
staff and customers of most businesses. System outages and down-time in a business has a material 
impact on business processes and controls, service levels, enquiries and sales. It is imperative that 
businesses have back up power supply/generators/UPS or inverter devices in place in order to reduce 
these risks. The use of outsourced data centres has enabled many businesses to mitigate some of the 
risks of power outages and a lack of system back-up capacity. The use of cloud and virtual back-up sites 
has also lowered the risk of loss of data and the costs of running or making use of expensive off-site 
disaster recovery sites. 
 
Cash - During the regular power outages and rolling blackouts back in 2008 and again now, I have 
noticed a particular “new” risk, for which most businesses that elect to keep trading during power failures, 
do not appear to be prepared, and that is the taking and control of cash. Apart from the lights being out 
with shops trying to operate in the dark or with limited lighting, most of them couldn’t accept credit cards 
as all card terminals and point of sale/till devices were non operative. As a result they were forced to take 
cash from customers and had to revert to manual processes which they weren’t geared for. I have seen 
staff hastily trying to provide hand written receipts and sales slips with cash either being put into pockets 
or drawers. Full reconciliation was not possible, and the proceeds from many of these cash sales no 
doubt never made it into the businesses books or bank accounts. A few attempts were made to take 
down credit card details with a view to processing these as card not present transactions at a later stage, 
a highly risky avenue given the number of stolen, cloned and revoked cards in circulation. 


