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The majority of crime is directly or indirectly related to people (employees), either as a result 

of employees perpetrating/ assisting to perpetrate crime (e.g. due to greed, opportunity, 

lifestyle, pressure or desperation) or by their failure to prevent crime. Crime is often rooted in 

HR/People. 

 

                          

 
          

 Managing Your Risk Guide 

 

 

Crime – Fraud, Theft and Criminality 
 

What is this risk area? 

 

Crime (fraud, theft and criminality) risks are risks that are the result of criminal behaviour. 

Risks emanating from crime can have a material impact on the operations and financial position 

of an organisation as a result of a direct or indirect loss. 

Where does this risk area emanate from? 

 

 

 

 

 

 

Example of Crime risk interconnectedness to other risk areas: 

 

 

 

 

 

Where does this risk area manifest itself? 
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While crime generally manifests itself in financial losses (see example above), it can also 

impact many other areas, including operations (due to inability to operate), reputation and 

strategy (e.g. insufficient resources to execute strategy).  
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Why is it important to manage these risks? 

 

Crime can have a major impact on your ability to operate and financial performance of your 

organisation. These impacts can be immediate and significant or happen over a period of time 

but will have a lasting effect on the organisation. 

Where to start in managing this risk area? 

 

Fraud, theft and criminality risk management starts with a review of the potential criminal 

threats facing the organisation, the level of governance – processes, procedures, systems and 

people management and the effectiveness of controls throughout the organisation.  

 

What is the benefit of actively managing this risk area? 

 

The management of fraud, theft and criminality risk will ensure that the organisation is better 

equipped to identify, deter, prevent and deal with fraud, theft and criminal incidents or 

situations in a structured and effective way.   

DottRisk has the following detailed risk guides covering what we believe are the critical areas 

and activities impacted by, and vulnerable to Crime. 
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Introduction to Crime - Fraud, Theft and Criminality Risk 

Vulnerability to and Combatting Crime 

Fraud, Theft and Criminality (economic crime) are endemic to all organisations where money, 

goods and people are involved. The size and scale of these can vary greatly and can extend 

back over a lengthy time period. Criminals are always one step ahead and organisation leaders 

need to be permanently on their guard. 

Not only is the number of incidences increasing, but the sophistication of the crimes is also on 

the rise as technology evolves and employees become increasingly implicated in 

criminality. Crimes range from being simple basic thefts to very complex accounting frauds to 

ones involving organised crime syndicates which look to infiltrate specific industries and 

organisation sectors.  

All organisations and industries are vulnerable to fraud, robbery, criminality and theft. The 

impacts of crime can vary greatly, but most organisations will not be able to survive or recover 

from a material financial loss. 

In order to manage these risks you have to place a specific focus on people, systems and 

controls. You have to be extra vigilant around asset controls, particularly cash and stock, the 

people you employ, your payroll, physical security, banking system access, payment systems, 

procurement processes and undertake KYC of all the suppliers to the organisation. 

Governance Fundamentals, Financial Operational Controls to Counter 

Fraud/Theft and Criminality Disaster Recovery/Business Continuity, Insurance 
While many organisations might have practices and policies to combat fraud, criminality, 

bribery and corruption, these are not always 'living documents' or entrenched as a way of life 

in the organisation. 

An organisation needs a risk culture that is aligned with policies, processes, procedures, 

systems and controls in order to manage the risk of fraud, theft and criminality effectively. 

People will always look for gaps or weaknesses in controls. A zero- tolerance approach needs 

to be re-inforced in induction, employment contracts, training and extend into formalised 

disciplinary processes. 

A lack of general financial controls, accountability and oversight will facilitate fraud, theft and 

criminality. 

Organisations need to have a culture that places a high priority on financial controls and 

discipline, fraud awareness, tight cash and stock controls, clear segregations/separations of 

duty, accurate and timeous financial reporting and one that endorses financial accountability at 

all levels.  

Organisations need to have a disaster recovery or business continuity plan in place to counter 

criminal acts that are likely to severely disrupt the operations and sustainability of your 

organisation e.g. sabotage, arson, kidnapping, ransoms, acts of violence, violent death of 

operator, riots, willful destruction of property, theft of monies, robbery, theft of 

vehicles/stock/materials/livestock/equipment or computer infrastructure, theft of data or 

telecom links.. 
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Insurance remains an integral part of mitigating losses from Fraud, Theft and Criminality. 

Insurance comes at a cost and with conditions which need to be complied with and met. 

HR/People Crime Risk, High Risk Employees, Lifestyle Checks and Controls 
The majority of fraud, theft and criminality is going to be perpetrated by employees.  

Fraud and theft can start small i.e. theft of stationery or kitchen consumables, to the inflating 

of expense and travel claims and the abuse of leave. This can then rapidly extend to the theft 

of stock, raw materials, cash or movable assets. 

In the case of a small organisation even the theft or fraud of a few thousand dollars could 

destroy the business. In the case of large organisations, their balance sheets and resources are 

able to absorb higher losses propped up by comprehensive insurance cover. 

Before fraud comes about, there are invariably a number of factors which converge, giving rise 

to the fraud being committed. These are invariably pressure, rationalisation of the crime and 

the opportunity.  

Fraud, theft and criminality is not confined to operational employees. Executives are also often 

guilty of sophisticated accounting fraud, manipulation of financials and false or fraudulent 

reporting. Incentive plans linked to performance and related measures can unfortunately 

encourage inappropriate behavior and greed. Board oversight and other controls measures like 

independent external and internal audit controls are necessary. 

As organization leaders, you need to be aware of high risk behaviour and staff members who 

have specific responsibilities and accountabilities but who are loathe complying with set down 

processes or having any oversight over them or the assets under their control. A high-risk 

employee will pose a great risk to any organisation. High risk employees are not only a risk to 

the organisation but also to fellow workers and customers. 

Lifestyle expenditure is one of the major reasons driving fraud. This applies to not only 

employees but to directors, partners and senior executives or office bearers of an organisation. 

The situation is aggravated where the organization is no longer performing well and where 

profits are under pressure and yet lifestyle expenses of directors, senior executives or 

employees need to be met. 

Conflicts of interest are another particular area that can give rise to corruption, losses and 

kickbacks. It is important that these are disclosed by employees in a position of influence. 

Conflicts can influence supplier and service provider selection, the levels of business given, 

orders and tenders, the extension of credit/debt, unwarranted pricing or sales terms and impact 

on recourse and having an objective arms-length with customers or suppliers. 

Cash, Banking, Collection and Payroll Controls to Counter Fraud, Theft and 

Criminality 
These areas are singularly the biggest contributors to fraud, theft and loss. Cash is a core 

ingredient for fraud and theft in an organisation. The mere presence of cash in your organisation 

and on your premises makes it a target for not just criminals but for your employees as well, 

who will constantly be looking to exploit loopholes or gaps in controls.   
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The safety of staff and customers of organisations where large amounts of cash are present will 

always be under threat too.  

With e-commerce growing at exponential rates, so too has the criminal focus and effort shifted. 

This has seen ever-increasing attempts being made to infiltrate existing business processes, 

collusion with and among staff, deviation from and/or circumvention of procedures and 

controls, interception and/or diversion of payments and collections.   

Frauds and thefts are well co-ordinated among syndicate participants, slick in execution and 

well timed. Given that this area is now the most vulnerable to attack by outsiders and 

employees, very strict disciplines and controls need to be deployed. An organization becomes 

highly vulnerable to its banking applications and systems being hacked and its bank accounts 

and/or credit card details being compromised if tight security controls and disciplines are not 

deployed. 

The deviation of monies via payment and/or collections using electronic transfers into third 

party bank accounts is the most effective and quickest way for employees and syndicates to 

steal and embezzle funds. 

Organisations need to have a disaster recovery or business continuity plan in place to counter 

criminal acts that are likely to severely disrupt the operations and sustainability of your 

organisation 

Payroll is often the single biggest expense of an organisation and as such should be subject to 

the most scrutiny and oversight. Payroll is very vulnerable to fraud and requires specific 

attention to detail and rigid checking. The more complex the payroll, the more time should be 

spent on its scrutiny and audit. 

Corruption, Collusion and Bribery 
Organisations are not corrupt on their own - but it is often the case that it is the people working 

in those organisations who are or become corrupted. 

It is for this reason that organisations need to have specific measures and controls in place to 

counter these risks.  

Corruption quickly envelops and infiltrates entire systems, making it hard to root out. 

Corruption requires the co-operation and participation of all parties involved in the process, 

including those being asked to pay the bribes. Money laundering and racketeering are also not 

confined to big business or global syndicates but manifest themselves through to small 

organisations too. 

Organisations and individuals dealing with government and large corporates at all levels are 

highly vulnerable to corruption and criminality. Large projects with multiple service providers 

also lend themselves to collusion and corruption. Certain industries are also by their very nature 

more vulnerable to corruption, collusion and accompanying fraud. 

Governments and corporate organisations are increasingly trying to fight back and expose 

corruption by employees, departments and officials who flout laid down procurement policies 

and processes. Where these are exposed, transgressing organisations run the risk of not only 

having personnel charged with fraud/corruption/racketeering, but having these transactions 
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unwound and being ordered to reimburse payments and monies irregularly received. The 

amounts involved can be considerable and bring the transgressing organisations to its knees. 

It is important that you have a culture in your organisation where people willingly come 

forward to report fraud, crime, theft and corruption. In order to facilitate this, you need to have 

a confidential reporting mechanism or whistle blower/hotline in place which your staff, 

customers or the general public can freely contact without any fear of retribution or reprisal. 

Intellectual Property Theft and Controls 
Intellectual property is often a key asset of an organisation. This can range from patented or 

copyrighted products or processes, ideas, research and development, intimate customer details, 

to registered designs or business trade secrets to their domain name. 

By protecting unique company assets, an organisation is able to enforce its rights and maintain 

exclusive rights to their trade secrets.  

The organisation needs to put controls and restraints in place to ensure that employees don’t 

steal your IP or confidential documentation when they leave to join the opposition or go on 

their own, resulting in you being forced to take costly legal action against them. 

Employment contracts need to then have the required restraints, non-disclosure, 

confidentiality, invention assignment and non-compete clauses in them.  

IT/Technology Crime and Data Controls 
Given the vital and integral role which technology and IT plays in every sphere of an 

organisation’s operations, this area poses a high risk to fraud, theft and criminality. 

As such, this key area demands good governance around processes, procedures, policies and 

IT disciplines and risk mitigation. These extend to the use of anti-virus software, security patch 

controls, controls particularly in the areas of cybercrime (malware/ransomware/revenge ware), 

system access controls, firewall/password/data controls, business continuity and disaster 

recovery. 

The loss of confidential data and information whether accidental, deliberate or malicious can 

have major implications on an organisation which can then become liable for losses or damages 

and regulatory fines. 

The fastest growing category of economic crime across the world is cybercrime and the use of 

malware/ransomware and revenge ware. Fake news, identity theft, hacking/hi-jacking of 

websites of Facebook profiles and brute force attacks on websites need monitoring to ensure 

that reputational and brand management are maintained.  

Procurement and Supply Chain Controls  
Procurement and supply chain provide the biggest area in an organisation for graft, corruption, 

fraud, theft and exploitation to take place. There are always going to be suppliers, contractors, 

service providers, customers or employees who are going to look to do business or exploit 

situations no matter what the cost. 

As trade barriers fall and economic opportunities become increasingly accessible, we will see 

a growth of supplier networks. While this creates considerable business trade opportunities, 
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there should also be an awareness of the inherent risks that lurk in supply chains, and the 

increasing focus of regulators on money laundering, corruption and related risks. Supply chain 

risk management requires a rigorous response.  

Where laid down procurement or tender processes are deviated from, bypassed or ignored, the 

goods or services in question will invariably cost the organisation more than they should have. 

In some instances, warranties or guarantees will also be nullified and back up service and 

support compromised. 

The larger the organisation or potential size of a contract, the higher the potential for it to be 

targeted by vendors and parties looking to optimise the situation. Invariably governments and 

state-owned enterprises are particularly targeted due to the amounts involved in supply 

contracts, the size of capital expenditure programs and extent of procurement as well as the 

vulnerability of politicians, governments and office bearers to corruption and collusion. 

At an operational level, key areas of an organization such as goods receiving, dispatch, 

distribution, warehousing, delivery etc become specifically targeted. Third party service 

providers are also highly vulnerable to collusion, corruption and syndicate intrusion. Specific 

areas of risk are the skimming of loads, switching of loads, rigging of orders or deliveries, use 

of bogus delivery notes, deviation/diversion of loads and deliveries to “safe 

addresses/syndicates”, dilution of materials, alteration of best buy/sell by dates, non-adherence 

to agreed quality and technical specifications and collusion with hi-jackers and syndicates.  

A particular area of exploitation is the imposition of middlemen or intermediaries in 

procurement processes. In many cases this is done to supposedly smooth the procurement 

process and to provide supposed expertise and knowledge. All this comes at a cost and leaves 

an organisation open to unnecessary manipulation. All procurement should ideally take place 

directly with the supplier or provider of products or services. 

Stock, Product and General Asset Security Controls 

The level of investment in stock, materials or general inventory and the loss experience in 

respect of these items, should dictate the extent of resources invested to manage this risk. The 

amount invested in security and related controls to not only acts as a deterrent, needs to align 

with actual losses relative to the overall value of your inventory. 

 

Stock shrinkage, shop lifting, stock theft and robberies have a major impact on the 

sustainability and bottom line of an organization and represent a major risk to all stock and 

asset intense organisations. The loss of stock is tantamount to the loss of cash. Stock and asset 

theft invariably require collusion with/between customers, cashiers, security, warehouse staff, 

receiving and dispatch areas or drivers/transportation/ supply chain operators. In many cases 

there is also the involvement of syndicates for the ready off take of stolen/diverted products. 

 

Goods and products are targeted at all points of the supply chain from point of manufacture, in 

transit, warehousing, during distribution, from storage areas, in store and at point of sale. 

Skimming or switching of products needs to be managed and controlled by the use of quality 

robust and tamper proof packaging where practical. 
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Physical control and security of stock and assets is essential at all times. Access to stock receipt 

and storage and sensitive areas of the organisation areas should be tightly controlled. This is 

particularly important where spares and small or valuable components are held or stored. 

Key and valuable movable assets should be tracked and be specifically insured. A 

comprehensive list of all assets with serial numbers/unique identification numbers should be 

maintained in a register. Assets should be physically checked against the register on a regular 

basis. This register should also be used for insurance purposes. 


