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Managing Your Risk Guide 

Environmental and Physical Risk Guide 

What is this risk area? 

Where does this risk area emanate from? 

 

 

 

Example of Environmental & Physical risk interconnectedness to other risk areas: 

 

 

 

Where does this risk area manifest itself? 

 

 

Environmental and physical risks pose a growing threat to organisations, particularly as the 

world is faced with climate change, massive environmental challenges, increasing natural 

disasters and terrorism. 

 

Businesses will become increasingly vulnerable to climate change and responsible for 

becoming good environmental citizens. There are ever increasing physical threats to business 

both from natural disasters and risks that now transcend physical boundaries such as diseases 

and viruses. 

These risks arise from natural disasters, weather events, environmental degradation or other 

physical risks to the assets or operations of an organisation These can also emanate from 

regulatory non-compliance, socio-economic or crime events. 
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Why is it important to manage these risks? 

 

Where to start managing this risk area?  

What is the benefit of actively managing this risk area? 

DottRisk has the following detailed risk guides covering what we believe are the critical areas 

of Environmental and Physical risk: 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 
 

 

Environmental and Physical risk management typically starts with a review of the businesses 

environmental footprint, its use of water and power, recycling policies, vulnerability to and 

reliance on scarce resources, effluent and waste disposal and compliance with applicable 

policies. The owners and managers then need to do a high-level assessment of the vulnerability 

to the physical threats facing the business. 

Effective management of environmental and physical risks will ensure that the business makes 

deliberate and conscious decisions about its environmental impact and that it will become 

consciously aware of all the physical threats facing it. 

The impact of environmental breaches can manifest in regulatory breaches, fines and 

reputational damage. These can impact adversely on the operations of the organisation, its 

financial position and on its balance sheet. 
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Introduction to Environmental and Physical Risk 

Managing Environmental Risk  
Environmental Risk can be defined as the “actual or potential threat of adverse effects on living 

organisms and the environment by effluents, emissions, wastes, resource depletion, extreme 

weather events etc., arising out of an organisation's activities or weather event.” 

Environmental risk poses an ever-growing risk to the operations and sustainability of 

organisations. For many global organisations, environmental risk and environmental regulatory 

compliance is there number one priority. Climate change presents many unknown 

consequences but what is known is that the extent of environmental risks can and are 

increasingly going to be, significant. 

More and more organisations are transforming their approach to environmental risks, resulting 

in the creation of new products, management processes and partnerships. These have seen a 

specific focus on climate action, use of sustainable materials and recognition of the connection 

between social and environmental issues and innovation. The motor vehicle industry is at the 

cutting edge of this given emission standards, regulatory fines and the move from combustion 

engines to electric motors. 

The impact of diseases and virus outbreaks can have a major impact on the movement of goods, 

people and products, the demand for goods, production, asset/commodity prices and supply 

chains. Risks become systemic and can extend across borders and around the globe. The impact 

may be short-lived or temporary but could extend for a lengthy or protracted period with major 

consequences. 

It is important to recognise that an organisation can create enormous business value by 

embracing environmental risks and stimulating new innovations to respond to these challenges. 

Environmental risks can be the most complex challenges for organisations but can also be the 

most rewarding to address. As challenges around climate, clean air, water, land and waste 

become more acute, the imperative to protect and enhance an organisation’s operations will 

become clearer. 

Environmental, social and corporate governance (ESG) is a new global measurement focus. 

This refers to the three central factors in measuring the sustainability and ethical impact of a 

company or business. These criteria help to better determine the future financial performance 

of investment in companies as measured by these criteria. People are increasingly looking for 

ESG data to ensure that organisations are mitigating environmental risk and preserving capital. 

Water efficiency and water usage policies by organisations have become another measure of 

sustainability. 

Climate Change and Power Supply 
The impact of climate change is being seen in unusual and more dramatic extreme weather 

events (cyclones/bushfires/wildfires/flooding/freezing temperatures/blizzards), periods of 

prolonged drought in increasing areas, changing rainfall patterns, rising average temperatures 

and rising sea water levels.  
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The vulnerability of humans and societies to extreme weather and climate change and their 

ability to be able to adapt to changes and deal with the effects of climate change will become 

a key part of managing climate change risk. 

Food security and food insecurity are going to be critical areas of friction. Changing climate 

and scarce water resources are going to have major knock-on effects to food production, food 

supply, human migration and increasing conflicts between livestock, wild animals and human 

populations for ever-decreasing natural food resources. 

The reliability of continuous power supply is integral to the sustainable running and operations 

of most organisations. With greater reliance on technology, this has become even more 

essential. 

Alternative sustainable energy sources such as solar, battery and wind will become essential in 

reducing emissions from the burning of fossil resources and the use of hydroelectric sources 

for power. 

Regulatory and Legal Environmental Compliance 
Deteriorating air quality and pollution from vehicle emissions, coal burning and smoke from 

weather events such as wildfires are increasing the health risk of populations and reducing 

visibility. Global regulations e.g. Paris accord, rehabilitation requirements and compliance with 

emission standards and restrictions around the use of fossil fuels for energy, will intensify. 

Air pollution, use of clean energy and water usage restrictions will be increasingly regulated. 

The recycling of grey water and clean drinking water initiatives will become essential in many 

regions and geographies. 

Disease and virus outbreaks will have an increasing impact on the health of people due to 

population growth and the increased mobility of people. These will have far reaching impacts 

on countries, organisations by impacting demand for products and services, affecting labour 

productivity, disrupting supply chains, jobs, travel and the movement of goods and people. The 

result of this will be increased travel regulations and movement restrictions. 

Water Risk Management 
Water environmental risk is the probability of the occurrence of events caused by human 

activities or the interaction of human activities and natural processes that will damage a water 

environment.  

Water should be treated as a scarce commodity. Conservative use and savings measures should 

be continually applied and entrenched. The critical elements of water management are its 

security, availability/supply, quality and affordability.  

Managing Physical Threats and Insurance 
Most organisations rely significantly on physical assets and people for the effective running of 

their operations. Assets and people represent the most significant investment for most 

organisations. Being able to optimise and maximise the use of assets and people contributes 

significantly to the profitability and sustainability of an organisation.  
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The safety and security of people and assets is therefore of critical importance and they need 

to be protected and managed from physical risks and threats. The term ‘risk’ can be best 

described as the probability of an event and its adverse consequences. Risk management 

involves identifying, controlling and minimising threats that could have a negative impact on 

a person’s life or business objectives.   

Insurance against all forms and nature of losses are a key element and mitigant in this regard. 

Organisations also need to protect themselves as best possible from physical threats and natural 

disasters. All assets of an organisation need protection, including intellectual property.  

Risk exposures for businesses can follow an exponential growth path as a result of many 

factors; rapid business growth, changing and challenging regulatory environments, unstable 

economic circumstances and population growth. Cybersecurity is now one of the greatest risks 

which businesses face in the digital age. 

Affordability of insurance is a key consideration for an organisation, as are the insurance policy 

excess levels that a business believes it has the appetite for or is capable of carrying. The extent 

of possible loss and loss occurrence needs to be assessed against the cost of the insurance to 

mitigate these. 


