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Financial Control Risk Guide 

 

What are financial control risks? 
 

Financial control risk covers a wide range of financial disciplines and processes that 

collectively aim to ensure that your business follows good practices in the critical area of 

financial discipline. 
 

Where does this risk area emanate from? 

Example of Financial Control risk interconnectedness to other risk areas:  

 

 

 

 

 

Where does this risk area manifest itself? 

 

 

 

 

This risk arises from a lack of or a breakdown in financial controls and processes e.g. budgetary 

and expenditure controls, segregation of duties. It can emanate from HR/People, weak 

operational controls, poor debt/credit extension and crime risks. 
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The risk results in financial loss and a weakening of the balance sheet as well as reputational 

damage. 
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   Why is it important to manage these risks? 

It will force you to consider ALL areas of financial controls, even those you may not think of 

or consider important and will identify the areas that most expose your business to loss. A lack 

of financial controls is probably the most common reason for businesses to fail. 
 
 

What is the benefit of actively managing this risk area? 
 

The management of financial control risk will ensure that the business is better equipped to 

manage its finances and financial processes ensuring financial stability and sustainability.  This 

will also improve its position as a counterparty for credit extension, contracts and as a supplier. 

 

DottRisk has the following detailed risk guides covering what we believe are the critical areas 

of Financial Control risk: 
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Introduction to Financial Control Risk 
The below Financial Control Risk Guides covers a wide range of financial disciplines and 

processes that collectively aim to ensure that your business follows good practices in the critical 

area of financial discipline. It indicates that a lack of financial controls is the most common 

reason for businesses to fail. The guide aims to emphasise on why it is important to consider 

ALL areas of financial controls, even those you may not think of or consider as significant. 

The guide achieves this by identifying the areas that exposes your business to the most losses 

and highlights how the management of financial control risk will ensure that the business is 

better equipped to manage its finances and financial processes ensuring financial stability and 

sustainability.    

Organisations must pursue their goals (governance), while managing uncertain threats and 

exploiting opportunities (risk management) in a morally and ethically acceptable manner 

towards the society and environment in which they operate (compliance). 

By having done the financial control assessment you will have identified the critical potential 

risks in your financial controls. You will have been provided with not only high-level feedback 

on financial discipline, but through the questions, you will have identified specific risks and 

been provided with mitigation recommendations.  

To be successful, it is critical for an organisation to manage risk carefully and take considered 

and calculated actions with appropriate risk vs reward trade-offs. 

 

There are a number of key characteristics that dictate the complexity of financial control 

required in an organisation to manage financial control risk. These are: 

 

• Ability to match and identify receipts/payments 

• Accounting systems – extent/sophistication 

• Asset and liability maturities - ability to match  

• Assets - nature and extent of assets – current, fixed, intangible, physical locality, 

moveable, immoveable 

• Bad debts - extent and difficulty in collecting debtors 

• Bank accounts - number conducted, account activity 

• Cash flow – level and volatility in the organisation 

• Cash in the organisation – levels on hand and extent in business model 

• Communications – level and sophistication of customers, use of social media  

• Complexity of accounting and banking/payment systems 

• Complexity of the financial operations of the organisation  

• Complexity of the industry, business operations and processes e.g. basic, simple, 

normal, complex  

• Contingent liabilities - nature and extent of  

• Contractual obligations – complexity, number, value, volume 

• Credit extension - size of debtor’s book, mix and nature of debtors 

• Derivative and hedge instruments - level of/exposure to  
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• Earnings/revenue mix – local currency/foreign currencies 

• Employees - number and span of control 

• Exception processing/need to over-right controls and extent of manual interventions,  

• Exchange rates - exposure and vulnerability to multiple currencies 

• Financial controls and disciplines – presence and robustness of these in the organisation 

e.g. budgeting, monitoring of financial performance, debtor control, reconciliations, 

segregation/separation of duties, daily monitoring of bank accounts 

• Financial statements – audited/unaudited, stale/up to date, qualified/unqualified 

• Financial reporting and accountability – private/listed/public organisation, accounting 

standards 

• HR/People – skills and expertise levels required, demands on people, skills/resource 

availability, quality/calibre of employees, turnover/retention of employees 

• Insurance held – fidelity, commercial, indemnity, cybercrime, marine 

• Intellectual capital - extent and nature   

• Interest rates - exposure and vulnerability to interest rate movements  

• IT systems – extent/size of network, complexity, security, robustness, integrity of data 

• Level and extent of delegated authority and the limits of authority 

• Level and extent of financial knowledge and skills inherent in the organisation 

(financial sophistication of the organisation/management) 

• Level and extent of financial management information e.g. timing, accuracy, detail  

• Level and number of cash transactions/number of people involved in cash handling 

• Level of cross border activity - operations and trade 

• Level of debt – gearing, short/medium/long term debt and corruption in markets of 

operation 

• Level of fraud, theft, criminality 

• Level of financial over-sight - day-to-day control over the financial affairs in the 

organisation 

• Level of foreign assets or liabilities - vulnerability to exchange rate movements 

• Level of imports and exports  

• Level of maturity, financial discipline and personal accountability in the organisation 

• Level of risk inherent in the industry/type of business e.g. high value products, a 

targeted business, highly regulated industry 

• Level of solvency and liquidity of the organisation 

• Level of support from shareholders, backers or funders 

• Level of unpaid debit orders/cancelled transactions  

• Level of vulnerability of the organisation to financial upsets, e.g. service provider or 

supply chain failures, lockdown of operations, reduced economic activity, travel bans, 

restrictions on the movement of people/goods and customers, concentration risk to one 

product/market or country, if your biggest debtor failed to pay, if short-term borrowing 

facilities or supplier credit were withdrawn, an unexpected tax claim, legal claims, 

losses due to the criminal actions of staff or third parties 

• Liabilities – nature, extent and mix- short, medium, long  

• Operations - centralised or decentralised, multiple or single sites, multiple or in single 

countries/markets  
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• Operations – nature - retail/wholesale/industrial/commercial/manufacturing/service  

• Processes – extent of laid down and formalised procedures and controls 

• Referencing systems – effectiveness/accuracy 

• Regulatory, compliance and reporting requirements – simple or complex, multiple 

jurisdictions 

• Rule of law - crime deterrents, court functionality, criminal sentences 

• Susceptibility/vulnerability to socio-economic events  

• Stock – nature, perishable, level, age and value   

• Structure of the organisation – number of entities, holding/subsidiary relationships  

• Taxation affairs – complexity, state of returns submitted/outstanding, assessments up 

to date/outstanding, disputes settled/unresolved, clearance certificates to hand, number 

of jurisdictions for submission, earnings complexities, ownership 

• Technology - level of and reliance on technology 

• Transactions - size, complexity, number  

• Turnover of the organisation – small/large 

 

The financial areas requiring control measures include: 
 

• Accurate and timeous financial reporting to all stakeholders – elimination of irregular 

and inaccurate reporting/creative accounting 

• Asset management – fixed asset register including stock controls 

• Asset/infrastructure depreciation and replacement 

• Bank accounts – monitoring, over-sight, authorised operations and access, 

reconciliation 

• Budget discipline and control 

• Compliance with regulatory requirements -  

• Concentration risk – markets, products, customers, debtors 

• Customer management 

• Costing, pricing and profit margin focus 

• Credit extension processes  

• Data and record management 

• Disaster recovery and business continuity/pandemic outbreaks 

• Documentary, audit and record controls 

• Duties, tariffs, levies, sanctions, embargoes 

• Employee and labour relations 

• Employee well-being, health and safety 

• Ensuring completeness of revenue 

• Ensuring robust procurement, purchasing and supply chain 

processes  

• Environmental impact 

• Exception processing/deviation controls 

• File, system access and capture controls around financial and banking systems 

• Fraud and crime awareness and training, combating internal fraud 

• General financial (e.g. budget) discipline, expenditure prioritisation and approval 
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• Good debtor control 

• Having a culture that adheres to controls, disciplines 

• Having appropriate governance and oversight structures – risk policy, risk champion, 

HR policy, procurement policy, investment policy, compliance officer, board or 

management committee, diverse board composition, internal audit/risk committee, 

disciplinary committee, tender adjudication committee, whistle blower 

line/confidential reporting structure 

• Having oversight of the financial area 

• Having suitably qualified and dedicated accounting staff 

• Impact/exposure to foreign exchange rates 

• Impact/exposure to interest rates 

• Independent and professional auditors 

• Intellectual copyright 

• IT/Technology – disciplines and controls, expenditure controls (implementation, 

licences, support, maintenance) 

• Level of potential legal liability from contracts, agreements etc 

• Levels of debt  

• Liability management 

• Liquidity, solvency and cash flow management 

• Management of banking and payments 

• Management of contingent liabilities 

• Management of contracts, agreements, projects and tenders 

• Management of high-risk employees/conflicts of interest 

• Management of physical cash  

• Management of revenues/income under threat 

• Managing the delegation of authority 

• Payment of regulated deductions – tax, pensions, insurance etc 

• Procurement, purchasing and tender policies and controls 

• Productivity, efficiency and quality management 

• Profit retention, dividend policy, drawings, owners remuneration 

• Recruitment and vetting of financial staff – background, criminal checks, qualifications 

• Regular reconciliation of accounts (bank, petty cash, debtors, creditors, suspense 

accounts) 

• Regulatory compliance and liability 

• Rehabilitation requirements 

• Separation and segregation of duties  

• Socio economic and political risk exposure 

• Supplier and service provider selection 

• Tax compliance 

 

Depending on the degree of complexity and potential impact on the financial position of an 

organisation as a result of these aspects, appropriate financial controls, processes and systems 

and human resources with the necessary skills will be required to ensure financial control. 
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Financial Discipline and Culture 
Mismanagement and poor governance of an organisation present the biggest risk to financial 

stability and survival.  

At the heart of financial governance is the need to have robust controls, disciplines, processes 

and procedures in place in all the key areas of the business e.g. HR, IT, Operations, Finance, 

and Administration.  

Financial systems need to embrace technology with the highest levels of security and password 

controls possible. Access controls such as biometrics and facial recognition should be used to 

eliminate fraud and criminality. System access and data records need to have integrity, be 

transparent, be auditable and provide openness and accountability. You need to eliminate 

manual processes wherever possible. 

 

Financial Oversight 
There are a number of core structures and key areas of focus that need to be in place to ensure 

broad financial control. 

Some of the key ones are:  

• Having a culture in your business/organisation that places a high priority on day-to-day 

hands on financial controls and disciplines, fraud controls and financial risk 

management. 

• Ensuring the appropriate level of financial over-sight and day-to-day control over the 

financial affairs of the organisation. 

• Ensuring that your finance or accounting function is overseen by a suitably qualified, 

senior person. 

• Having the appropriate level and extent of financial knowledge and skills in the 

organisation relative to its complexity. 

• Ensuring that there is a clear separation/segregation of duties in the key financial areas 

of the organisation with a clear separation of roles and responsibilities. 

• You need to have clearly defined limits and delegations of authority in place. 

• You need to have a specific focus on cash flow, liquidity and solvency. 

• You need to have a specific focus on costs, pricing, discounts and profit margins. 

• You need to consistently monitor your selling prices particularly at point of sale, ensure 

the accuracy and integrity of your pricing and monitor profit margins across all areas 

of your business.   

• You need to consistently focus on controllable and manageable costs to achieve 

required margins and returns 

 

Key Financial Processes and Procedures   
There are a number of financial administrative control routines that should be entrenched in a 

organisation. 

These include reconciliations, segregation/separation of duties, audit trails, banking and 

payment systems, cash controls, payroll, expenditure and stock controls. 
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Financial Information and Reporting 

It is important that all key decisions are made in the light of accurate and current financial 

information. In order to do this, you need to have all the financial information you require to 

effectively manage the business to hand (e.g. comprehensive management accounts – budget 

utilisation, cash flow statements/projections). This information should be accurate and be 

provided quickly so that problems can be addressed by management's as early as possible. 

Management accounts are essential to know where you are and if you are making money.  

Budget, Monitoring and Performance 
You need to have a culture of budgetary discipline and control in your organisation. This needs 

to extend from detailed preparation of budgets, justification of spend/expenditure, through to 

authorisation of expenditure, appropriateness of the expenditure, prioritisation of the 

expenditure and the monitoring of expenditure. 

Debtors/Credit Extension Controls 

Once a business has made a strategic decision to extend credit, the management of the debtor’s 

book becomes a critical component of asset management. The management of credit extension 

and a debtor’s book is a dynamic process. As the debtor’s book requires continual funding, the 

overall level of credit extended needs to be managed as scarce capital is tied up. The extension 

of credit requires the establishment and implementation of policies, appropriate resourcing, 

processes and support systems. Without these being put in place and not strictly enforced the 

effective management of debtors and credit extension will not be possible. Bad or irrecoverable 

debtors are not just a loss of profit, but a loss of capital and cash.   

 

Stock Controls 
Stock holdings tie up a lot of capital and cash, so it is critical that stock levels are optimised. 

Ideally you want to hold only readily saleable stock, stock that is in demand and stock on which 

you can earn a meaningful profit when sold. You also don’t want to run out of stock that is in 

high demand, so order lead times around fast-moving stock becomes very important.  You need 

to set minimum stock levels and only re-order when these levels are reached. Continuity of 

supply for core and fast-moving products is critical. Supply chain disruptions or delays for 

whatever reason need to be factored in. 

 

Stock turn is the critical financial control element of working capital management. You need 

to ensure good stock management by physically checking and recording stock levels regularly 

(at least monthly) and ensure stock is secure, protected and adequately insured.  

Cash Management and Cash Controls 
The control and management of cash flow is at the heart of the continuity and survival of any 

business. 

Cash as the saying goes, is king. Cash flow has to be budgeted and managed otherwise all other 

budgets become meaningless. The preservation and maintenance of cash resources is a key 

component of cash flow management and business planning. Growth invariably has to be 

funded by cash from reserves. Expansion of infrastructure and the building up of stock levels 

requires cash or access to credit facilities and loan funding. The acquisition of other businesses, 

the investment in new product lines etc. will in the normal course need to be funded by cash 

reserves built up from operations or be supported by strong positive cash flows. 
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Managing liquidity is a critical part of cash flow management. Matching of cash flow 

movements from trading or the use of credit or loan facilities and asset maturities such as fixed 

or notice deposit investments or asset disposals must be managed in line with meeting liabilities 

as and when they fall due. This is particularly important to enable debt or loan repayments and 

the meeting of core operating expenses, salaries and tax payments. 

Cash is a core ingredient for fraud and theft in a business. The mere presence of cash in your 

business and on your premises makes it a target for not just criminals but for your employees 

as well, who will constantly be looking to exploit loopholes or gaps in controls.    

Business operators who deal predominantly in cash will also be under constant physical threat 

both at their business premises and in their movements to and from there. Cash held at the 

homes of business operators renders them highly vulnerable to house or home and in-transit 

robberies. The safety of staff and customers of businesses where large amounts of cash are 

present will always be under threat too.   

 

Banking and Payment Controls 
After physical cash, the next most critical dimension of handling the monies of an organisation 

is the monitoring, management and control of all activities over the business’s bank account/s. 

While bringing a host of benefits to business operations, the use of internet and app based 

banking applications has also brought with it a host of risk issues.   

 

There are number of key control steps that need to be taken to reduce the risk associated with 

the use of banking applications and payments. These range from risk awareness education, use 

of anti-virus controls and security patches, strong password controls and disciplines, 

segregation of duties, transaction alerts and controls of transaction limits. 

With e-commerce growing at exponential rates, so too has the criminal focus and effort shifted. 

This has seen ever-increasing attempts being made to infiltrate existing business processes, 

collusion with and among staff, deviation from and/or circumvention of procedures and 

controls, interception and/or diversion of payments and collections.   

IT and Technology Controls 
The role technology and IT play and the dependency upon them varies for each business, 

irrespective of size. The reliance on technology and IT needs to be assessed by each business 

so that the impact of a potential failure or loss arising from these areas can be assessed and 

quantified. Technology and IT is a complex ever evolving environment and risk controls 

therefore, have to be on-going too. 

This means that a culture of awareness and discipline from ALL people is required in order to 

manage the risks emanating from technology. You also need to clearly define what is expected 

of staff to help your organisation mitigate the massive increase of technology risk. On-going 

risk education and awareness training are essential. 

The role of network, firewall and security software in eliminating many other technology risks 

(e.g. data theft, hacking, ransomware, ecommerce fraud) is a basic requirement for the 

managing of these risks. 

Given the integral role which technology and IT plays in every sphere of a business’s 

operations, this key area demands good governance – processes and procedures, policies, 
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disciplines, controls and risk mitigation, particularly in the areas of cybercrime, business 

continuity and disaster recovery.  

The growing threat and risks of cybercrime and security breaches are set to change the face of 

business. Cybercrime is generally defined as any form of criminal activity involving the use of 

computers and the Internet. This can arise from both external and internal sources. Attacks can 

also be malicious and a form of sabotage. 

Strong IT and system access controls and strong user disciplines are a key component of 

financial control.  

The main reason for a focus on this area is that cybercrime and fraud committed using 

technology or via on-line banking systems, poses a massive risk to the financial position of all 

organisations. The majority of fraud committed in these areas will be by employees or trusted 

third parties who have access to banking systems. 

IT and technology related spend in many organisations are very common areas of overspending 

and a lack of tight financial control.  

Disaster Recovery and Business Continuity 
Even though your organisation may not have experienced a major operational incident or 

natural disaster, it is imperative that all businesses put in place a business continuity and 

disaster recovery plan in the event of one. The impacts of disasters can be both direct or 

indirect, immediate or take time to manifest. They will invariably have a significant financial 

impact. 

The COVID outbreak and pandemic highlighted the need for comprehensive continuity plans 

to be put in place, given the extensive and widespread impact of such an event.  

Disaster recovery plans need to be comprehensive and cover most eventualities.  

Supply Chain – Supplier Selection and Procurement Controls 
You need to have robust processes and procedures to ensure the credibility and reputation of 

all suppliers and service providers to your organisation. The appointment, selection and 

verification (due diligence) of all suppliers and third-party service providers needs to meet laid 

down qualification and review processes and procedures. 

An organisation cannot allow itself to become totally vulnerable to a single supplier or service 

provider. As part of contingency planning, alternative suppliers of goods, raw materials or 

services should always be identified. Disruption to manufacturing and production or stock on 

hand levels can have a serious impact on sales and in turn knock-on financial implications. The 

failure of key suppliers or service providers to deliver can bring a small organisation to its 

knees with catastrophic effects. 

Payroll and Statutory Deduction Controls 
The payroll often represents the single biggest area of expense in many organisations and 

should demand the most focus and attention. 

 

It is important then that comprehensive and robust controls around  all areas of the payroll e.g. 

system updates, tax tables, employee validation, employee details- personal and banking, 

salary/wage levels, alterations/additions, termination, over-time, leave pay, sick/study leave, 

bonuses, deductions and the reconciliation and payment of statutory and other deductions need 
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to be in place. All elements of the payroll should be under dual control. This should apply 

whether the payroll is run internally, outsourced or run through a bureau. Only reputable well 

supported payroll systems should be used. 

 

The handling and control around payroll deductions is another critical area of financial control. 

You need to have processes in place to ensure that regulated deductions are deducted and paid 

over within the specified timelines.  


