
 

1 of 5 
© All rights to this material and contents are reserved by Dott Risk Consultants (Pty) Ltd. 

                                                            

Managing Your Risk Guide 

 

 

 

 

Governance, Regulatory and Legal Risk 
 

What is this risk area? 

 

Governance, Regulatory and Legal risks are those that can have a material impact on the 

operations and financial position of a business as a result of a break down in controls, non-

compliance, legal claims, fines and penalties and the inability to enforce 

agreements/arrangements/terms and conditions.  

 

Where does this risk area emanate from? 

Example of Crime risk interconnectedness to other risk areas: 

 

 

 

 

Where does this risk area manifest itself? 

This risk arises from non-compliance with prevailing regulations, a breakdown in the 

governance of the operations of the organisation and legal risk arising from contracts, disputes, 

claims, non-performance. This risk can also arise from actions involving HR/People, poor 

strategy, socio-economic conditions, environmental issues, debtors and credit extension. 
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This risk can manifest itself by severely impacting operations as a result of disputes with 

regulators, suppliers, service providers, customers or employees as well as cause reputational 

damage to the organisation. This will result in financial loss due to legal costs, fines for non-

compliance, loss of business activity, credit losses, settlement of claims and disputes and 

ultimately impact to the balance sheet.  
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Why is it important to manage these risks? 

 

Governance, Regulatory and Legal risk issues can have a major impact on the operations and 

financial performance of an organisation. These impacts can be both direct and indirect and 

happen suddenly or over a period of time. 

Where to start in managing this risk area? 

 

Governance, Regulatory and Legal risk management starts with a review of the level of 

governance in the business, the robustness of procedures and controls throughout the business 

and the state of contracts, agreements, terms and conditions of business and a review of 

documentary controls.  

What is the benefit of actively managing this risk area? 

 

The management of Governance, Regulatory and Legal risk will ensure that the business is 

better equipped, and in a position to effectively control its operations, customer and supplier 

arrangements, regulatory issues and legal risks in the markets and countries in which it does 

business and operates.  

DottRisk has the following detailed risk guides covering what we believe are the critical areas 

and activities impacted by, and vulnerable to Governance, Regulatory and Legal risk. 
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Introduction to Governance, Regulatory and Legal Risk  
 

Governance and Risk Management 
Governance encompasses the system by which an organisation, business or body is controlled 

and operates, and the mechanisms by which it and its people, are held to account with the 

prime objective being the enhancement of the prosperity and viability of the business, 

organisation or body. 

Policies, rules, codes of conduct, controls, ethics, risk management, compliance and 

administration are all elements of governance. These need establishment, proper 

implementation, enforcement and continuous monitoring by directors, shareholders, 

executives, members, stakeholders and governance/over-sight bodies. Governance also 

ensures that the balance of power and authority of all stakeholders is maintained.  

It is important to bring structure to governance. This is as applicable to small and medium 

businesses as it is to large organisations. This is best achieved by adopting a governance 

framework structure which delineates power and the governing or management roles in an 

organisation.  

It is critical that owners/directors/shareholders/partners place a high priority on risk 

management and good governance in their organisations. This extends from operational and 

financial management and strategy, to complying with regulations and generally in doing 

ethical business. Instilling a risk culture in an organisation is integral to good governance. 

An organisation needs to have a high level of governance and compliance with regard to the 

general regulatory environment, internal systems of control, legal obligations, licensing 

requirements, documentation and contracts and more specifically with the regulations, codes 

and rules relative to the industry and business you operate in. Governance and compliance is 

not simply about complying with regulatory requirements and codes of conduct, but should 

be seen as something critical to avoid the risks that governance failures may cause.  

 

Good governance needs to be driven from the top and managed by a responsible party 

assuming the role of risk and governance champion. The organisation needs to place a high 

priority on strict compliance with all legislation and regulations applicable to it and 

adherence to policies and procedures. 

 

The organisation needs to instill a culture that sends out clear signals at all times regarding 

compliance, adherence to regulations and laid down procedures and controls and the instilling 

of clear accountability. This culture needs to be entrenched in the organisation.  

Risks can have very different impacts on an organisation. These can be significant with an 

immediate impact or insignificant with a delayed impact. Risk can be boundaryless or 

concentrated. Risks can be ad-hoc, recurring or intermittent. Disaster planning and business 

continuity need to factor in the potential impact of risk events and worst-case scenarios. The 

recent Covid-19 pandemic disaster has exposed the enormous vulnerability which many 

organisations have to the ramifications of a global risk. As a result, many smaller or more 

vulnerable businesses are unlikely to survive. 

Code of Conduct and Risk Culture 
A code of conduct defines how an organisation’s employees should act on a day-to-day basis. 

It reflects the  
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organisation’s daily operations, core values and overall culture. As a result, every code of 

conduct is unique to the organisation it represents. 

A good code of conduct requires a thorough understanding of the organisation, its culture and 

vision. 

Risk culture is the system of values and behaviors present in an organisation that shapes risk 

decisions of management and employees. One element of risk culture is a common 

understanding of an organization and its business purpose. Employees must also understand 

that risk and compliance rules apply to everyone as they work towards business goals. 

Legal Risk Assessment 
A key area of good governance is the management of legal risk arising out of contracts and 

terms and conditions of agreements. Legal risks, if managed correctly, will shift legal 

responsibility and liability to third party service providers. Legal risk considerations need to 

be embedded within risk management processes and governance structures. 

Organisations need to start by assessing attitudes and vulnerabilities to legal risk from 

exposure to contracts and agreements and potential regulatory changes likely to impact their 

industry. 

Regulatory Compliance 
This analysis should focus on the threats to your business and its operations from non-

compliance with regulations in all the markets you operate or do business in, as well as your 

vulnerability to potential changes in regulations which could have a material impact on your 

operations and financial position.  

Non-compliance with regulations and legal requirements can result in fines, penalties, 

damages and in some cases outright bans. 

Organisations need to comply with the relevant Labour, Health and Safety, Taxation, Credit, 

Environmental, Company Registration and/or Business Licence regulations and registration 

requirements in all the markets and countries they are operating in. Specific registrations such 

as local business registration, employee registration, registration for tax, unemployment 

insurance and the submission of required returns and audited financial statements need to be 

complied with as required. 

Protecting Intellectual Property 
Trademarks and patents/designs need to be formally protected. This requires formal 

registration in all the key markets and jurisdictions a business wishes to trade or market into. 

Registering patents and designs can be a costly and time-consuming process but can be a 

critical component in ensuring ownership, royalty revenue streams and survival. 

The protection of intellectual property is a key component of legal risk management. It is 

important that you get NDA’s (non-disclosure agreements) signed before you disclose or 

enter into sensitive discussions with parties.  
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Management and Storage of Documentation, Contracts, Records and 

Agreements 
Approved and vetted versions of all legal agreements and documentation should be centrally 

controlled and maintained. Version control of documents must be managed to ensure that 

changes to standard documentation are managed and that the same terms and conditions 

apply to all customers, third parties and staff. This is particularly important where 

documentation, templates and agreements are maintained or accessed via an intranet, 

network, web-site, common drive or from a central server/data base.  

Alternate Dispute Resolution and Arbitration 
In order to reduce legal costs and the delays in getting to court which could take years, it is 

often recommended that legal and contractual disputes be settled by alternate dispute 

resolution (ADR) processes e.g. negotiation, conciliation, mediation and arbitration. 

The benefits of ADR are that it gives parties in dispute the opportunity to work through 

disputed issues with the help of a neutral third party. It is generally faster and 

less expensive than going to court. The two most common types of ADR are mediation and 

arbitration 


