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Managing Your Risk Guide 

 

Human Resources/People Risk 
 

                                                 What is this risk area? 
 

Most risks in an organisation can be either directly or indirectly sourced back to people. HR 

Risk is the risk that human capital is not adequate to execute business strategy. The reasons for 

this risk could be skills shortages, inadequate resources, HIV/AIDS, absenteeism, 

presenteeism, corruption, fraud, cybercrime and other forms of unethical conduct or 

inappropriate people behavior. These can all        result in significant costs and losses for an 

organisation.  

 

Where does this risk area emanate from? 

 
 
 
 
 

 

Example of Human Resources risk interconnectedness to other risk areas: 
 

 
 

 

Where does this risk area manifest itself? 

 
 

This risk arises from a lack of policies or a breakdown in HR procedures and processes e.g. 

recruitment, performance, disciplinary. 

• Loss of key staff

HR Risks

• Loss of skills

• Loss of 
continuity with 
customers

Operational 
Risk • Loss of revenue

Income 
Statement Risk

• Drain on cash 
resources

Balance sheet 
Risk • Bad name in the 

industry

Reputation 
Risks

These can result in crime due to the employment of high-risk employees, poor operational 

performance, reputational damage due to poor quality products or services and financial losses 

with an impact on the balance sheet. 
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Why is it important to manage these risks? 

 

Organisations put their sustainability at risk if they do not consider the impact of HR/People 

risks. These impacts can be significant and have a material impact on the financial position 

and operations of an organisation. 

 

Where to start in managing this risk area? 

 

HR/People risk should be integrated into the overall risk management framework of the 

organisation. Strategies need to be put in place to ensure that employees don’t become 

victims of work-related and non-work related stress, poor health and death and that the 

organisation does not become a victim or suffer loss due to the lack of robust HR processes 

and controls and the presence of high risk employees.  

 

What is the benefit of actively managing this risk area? 

 

The management of HR/People risks will ensure that the business is better equipped to 

identify, mitigate and manage the risks associated with human elements of the organisation in 

an effective way before they can have a financial or operational impact.  

 
 

DottRisk has the following detailed risk guides covering what we believe are the risks 

associated with HR/People 
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Introduction to Human Resources/People Risk 

The Importance of People/Staff 
Having a sound strategy, having a marketable product or service, and having efficient processes 

are all important. But it falls to the people within the organisation to actually execute on the 

strategies, plans, and processes to make an organisation successful. 

 

Good employee and labour relations and the retention of quality staff are critical for an effective 

organisation. An organisation needs to see staff as its biggest asset and place a high priority on 

their health and well-being. The maintenance of good relationships between management and 

staff/employees is essential in ensuring high employee morale and in ensuring a highly 

motivated and incentivised labour force.  

 

The management of people and HR risk as an integral part of managing an organisation. Most 

organisations are heavily reliant on a fully committed workforce for their effective operations 

and sustainability. 

 

It is ultimately customers/people who buy products (goods or services) from an organisation. 

Good customer relationships and the level of service and support provided by the seller to 

customers before, during and after a purchase of any product or service are critical. This 

includes the safety, security and well-being of customers. 

People Governance, Policies and Processes, HR Risk Management post Covid-19 
The issue of labour is singularly the most sensitive area for any organisation. Not only is it 

clouded with complexity but with over-powering legislation and regulatory requirements. 

In order to grow an organisation and build an asset of value you are going to need to employ 

people. You need to see your staff as a major asset being able to consistently deliver quality 

products and services. For this you need to keep staff healthy, happy and motivated at all times. 

Having good people in your organisation is essential for success.   

 

HR/People management requires good governance, policies and robust processes. The 

foundations for this lie in having a clear mission and risk culture supported by a code of 

conduct. 

Good employee and industrial/labour relations are also critical. Prolonged strike action, labour 

unrest and legal action arising out of labour and employee disputes can have a major financial 

impact on an organisation. 

 

The Covid outbreak has placed major obligations on employers to manage the health and well 

-being risk of not just their employees, but their customers and the public at large. Many of 

these have required a re-alignment of strategy and changes to operations and the way 

business is done.  

 

Structure & Staffing, Recruitment & Hiring  
Employees have considerable rights and once you have taken employees on board, it is going 

to be very difficult to get rid of them without considerable effort, cost and time being incurred 

- even if you have performance issues and other grounds for summary dismissal. For this 

reason, you need to have robust recruitment and selection processes.  
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Staff selection is a critical element. You don’t just want to make quick hires and give people 

jobs. You need to build people into the organisation and make them an integral part of service 

delivery to your customers in a structured way. The first twenty hires in an organisation are 

critical and all hires should be focused around specific problem solving as you grow and 

expand.   
 

Vetting 
Before any staff are appointed, there must be comprehensive vetting of candidates. These will 

go a long way in mitigating many potential problems and risks down the track. This covers not 

just their suitability for the post in question, skills, experience but background and reference 

checks. The attitude of the party is equally as important.  

 

The use of reputable employment agencies and verification agencies might also go some way 

in mitigating some of the recruitment risks, but the final selection and assessment of a potential 

employee rests with the organisation. 

 

Employment Contracts, Job Descriptions and Reporting Lines  
At the heart of the relationship with all employees is their formal contract of employment. This 

dictates the basis and terms and conditions of their employment. 

You need to have employment contracts in place for all employees. Detailed job descriptions 

should also be in place for all posts. Clear reporting lines should also be in place.  

 

Induction/On-boarding and Familiarisation with the Organisation 
All new employees should be subject to a comprehensive induction or on-boarding programme. 

The culture of the organisation, structure of the organisation, mission, ethics/ values and 

culture, HR policies, the code of conduct and expected behaviour should be covered in depth.  

Performance Management/KRA’s/KPA’s/Appraisals 
• Measuring Key Result Areas HR All staff should have measurable activities in order to 

perform and grow within clear boundaries. Job descriptions need to be aligned to these in 

order to build enthusiasm and passion. You also need to allow for failure within systems and 

processes in order for staff to improve as a whole. Performance barriers and indicators to 

poor performance need to be identified. Individual performance goals must be aligned to 

organisational performance goals. 

Employees all have a financial impact on an organisation. The full cost to an organisation of 

each employee can be significant and this needs to be considered before hiring. Ideally all 

additional employees should translate into a sustainable increase in the bottom line of the 

organisation. 

 

It is important that all employees have a formalised appraisal and performance review process 

that is undertaken at least twice a year. Performance needs to be measured against agreed 

deliverables and KPI's/KPA's and against the overall performance of the organisation. The 

performance standards for ALL positions need to be set so that they can be measured.  

Post Covid-19, nearly all businesses or organisations will need to review the way they 

measure performance and set peformance targets for individual employees. 
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The HR strategy will need to be reviewed in light of the revised organisational strategy and 

performance goals. 

Remuneration and Remuneration Policies, Incentives and Rewards 
You need to have formal and well documented remuneration policies e.g.  all your posts should 

be formally graded, evaluated or benchmarked.  Reputable grading systems such as Paterson 

should be used for this purpose. Salary bands should be set for each job category. Salary and 

wage levels should be subject to regular review, to ensure salary equitableness and industry 

alignment. 

Remuneration is an area that requires specific attention and a consistent approach. The 

following key principles that underpin a rewards strategy, reward structures and individual 

rewards, should be followed. 

You need to have well-structured programmes in place that encourage and reward consistent 

performance, achievement of targets, work improvement ideas and which reward appropriate 

behaviour throughout the organisation.  

High Risk Employees, Lifestyle Checks and Conflicts of Interest 
Employees are singularly the biggest risk to an organisation so it is imperative that all the 

necessary background screening and reference checks are performed before employees are 

placed in positions of trust, deal with monies or be left in control of company assets e.g. 

identity, criminal and credit checks. Once you have a high-risk person in your employ, you 

open yourself up to potential problems. 

 

Lifestyle expenditure is one of the major reasons driving fraud. 

 

Conflicts of interest are another particular area that can give rise to corruption, losses and 

kickbacks. It is important that these are disclosed by employees in a position of influence. 

Conflicts can influence supplier and service provider selection, the levels of business given, 

orders and tenders, the extension of credit/debt, unwarranted pricing or sales terms and impact 

on recourse and having an objective arms-length with customers or suppliers. 

 

Training and Development, Talent Management 
Training and development involve improving the effectiveness of organisations and the 

individuals and teams within them.  

The principal objective of training and development is to make sure of the availability of a 

skilled and willing workforce to a organisation. 

Most organisations will need to have talent management strategies in place if they are to grow 

and prosper. Having excellent people and good talent management is the best counter to HR 

risks. Comprehensive development plans and strategies will be needed in order to compete 

effectively in a changing world.  

An organisation needs to be committed to the transfer of skills, skills building, training and 

talent development programmes. 
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Employee Well-being and Disease Outbreaks/Pandemics 
It is important that all organisations view the health and safety of their employees and 

customers as of paramount importance. There should be no compromise in the area of safety 

controls, compliance with safety regulations, the use of safety equipment and appropriate 

protective clothing, 

Employers have a duty to protect the health and safety of employees and to ensure a safe place 

of work. The management of disease outbreaks and pandemics require dynamic hands on 

attention and planning.  

This may include policies in relation to foreign travel, restricting visitors (particularly from 

overseas) to offices, restrictions on the movement of employees, limited customer and client 

interaction, quarantine/isolation periods for staff, closure of offices, complete lockdown of 

production facilities and people self-isolating if they feel unwell. Many hygiene steps need to 

be introduced to manage the potential spread of diseases. 

Disciplinary & Grievance 
The majority of labour disputes originate in the areas of conduct and disciplinary breeches so 

it is important to have well documented and robust grievance and disciplinary processes in 

place, as well as staff skilled in conducting disciplinary hearings and procedures. These need 

to be followed very carefully to ensure procedural correctness in all instances. 

Termination – Dismissal, Retrenchment, Suspension and Exit Interviews 
Before you summarily dismiss or terminate the employment of any employee you need to have 

satisfied yourself beyond doubt and ensured that the grounds for this, i.e. misconduct, 

continued unsatisfactory performance or physical incapability, have been satisfied and justified 

and that you have taken all the appropriate steps to attempt to rectify, help or improve the 

situation, e.g. appropriate warnings, retraining, rehabilitation, etc. before taking this action. 

You need to have robust processes, procedures and controls to ensure that all dismissals, 

retrenchments and other termination of staff engagement comply with the required procedures 

and legal requirements (essentially to eliminate the risk of legal action). All dismissals should 

strictly follow due process and ensure fair treatment of staff. 

The decision to suspend will hugely depend on the circumstances regarding the alleged 

misconduct and an employee should not be suspended unless there are prima facie grounds for 

believing that the employee has committed serious misconduct and that there is some 

objectively justifiable reason for excluding the employee from the workplace 

As a matter of policy, you should undertake formal exit interviews with all departing 

employees. This is important in order to get objective feedback. 

The exit interview should also be used to ensure the formal return of company property, access 

cards, codes and passwords, IP and other assets. Where applicable, confidentiality conditions, 

restraints of trade and non-compete conditions should be re-affirmed.  

Payroll Management 
Payroll is often the single biggest expense of an organisation and as such should be subject to 

the most scrutiny and oversight. The integrity of payroll data and details is essential. Payroll 
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requires specific attention to detail and rigid checking. Any variances or deviations in pay from 

one period to the next should be validated. Maintaining the confidentiality and privacy of 

employee information and salaries is also critical. 

Regulatory Labour and Related Compliance  
The regulatory environment around labour, safety and health varies considerably from one 

country or jurisdiction to the next. In some, extensive rights and protection of labour is 

legislated and provided for, and in others nothing. In extreme cases only the abuse of gross 

human rights might be accorded protection. In some jurisdictions, labour enjoys considerable 

rights and legislated employee benefits. Post Covid-19, health and safety requires a specific 

compliance focus. 


