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Managing Your Risk Guide 

 

 

Operational Risk 
 

What is this risk area? 

 

Operational risk is the risk of a change in value caused by actual losses incurred as a result of 

inadequate or failed internal processes, people and systems, or from external events.  

 

Where does this risk area emanate from? 

 

Example of Operational risk interconnectedness to other risk areas:  

 

 

 

 

 

Where does this risk area manifest itself? 

 

 

 

 

This risk arises largely from a failure of controls and procedures or a breakdown in the 

organisational processes, materials supply, equipment or as a result of people performance 

failure. Operational risks can arise from a multitude of other risk areas e.g. regulatory, financial, 

crime, HR/people (including health and safety), IT/Technology, socio-economic and 

environmental. 
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This risk can manifest in financial losses, legal implications around non-performance, 

reputational damage and ultimately balance sheet stress and organisational failure. 
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Why is it important to manage these risks? 

 

 

 

 

 

 

 

Where to start managing this risk area? 

 

Operational risk management starts with a review of all the operational processes in the 

organisation and their associated risks. This also needs to cover a review of all suppliers and 

service providers to the organisation. An organisation then needs to factor in continuity and 

contingency plans in the event of disruptions or disasters. 

 

What is the the benefit of actively managing this risk area? 

 

Effective operational risk management will ensure that the organisation is in a position to 

consistently deliver quality products and services on time.  

DottRisk has the following detailed risk guides covering what we believe are the critical areas 

of Operational risk:     
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Operations are responsible for the transformation of resources, materials, labour or data inputs 

into desired goods, services, or results, in order to create and deliver value to the customers. 

Two or more connected operations constitute a process. It is important that these processes 

are all managed in order to ensure the delivery of products and services as required. 
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Introduction to Operational Risk 

An operational failure invariably results in a financial loss. This can be immediate or take time 

to manifest itself. Operational risks can also arise from a multitude of other risk areas e.g. 

regulatory, financial, crime, labour/HR, health and safety. 

Organisations often have the “it won’t happen to us only to others” mentality, but unfortunately 

there are just so many risks out there which have an operational impact that it is impossible for 

an organisation not to be impacted in some way. In extreme cases disruptions can be so 

extensive that an organisation might have to invoke Force Majeure or file for liquidation or 

organisational rescue in order to protect itself. 

All operations are a function of three core elements – materials, people and equipment. All 

three of these elements need to be managed to ensure that the desired outputs and outcomes are 

achieved.  

People need to be trained, productive, effective and safe. Materials need to be on hand and of 

the required quantity and quality. Equipment needs to be fully functional. 

As can be seen, the operational impacts can come from a very wide spectrum of underlying 

events. At the heart of many of these is failure by people to perform as expected, required or 

anticipated. Despite a massive shift to automation, digitalisation and artificial intelligence, 

human error remains. 

The key areas requiring focus to reduce the impact of operational risk are: 

Process 

• It is important to have robust controls and procedures in place in all the key operational areas 

of your organisation e.g. manufacture, HR, IT, operations, distribution and administration. 

• Work processes need to be standardised, robust and repeatable. Processes and procedures also 

need to be documented, entrenched and enforced. Without formalised processes it is impossible 

to put effective controls in place. 

• The complexity of your organisation operations (i.e. how complex is the process to deliver 

products or render a service to customers/ clients), will have a major bearing on the likelihood 

of risk and the potential for loss. The more complex an operating environment and the number 

of inter-dependencies e.g. reliance on multiple raw material or component suppliers, the more 

difficult it is to manage and the greater the need for controls. 

People 

• People management and training are essential in ensuring that operational processes and 

procedures are understood and followed.  

• Reporting lines and levels of authority or delegation need to be formalised to lower operational 

risk.  

• In support of effective operations, robust HR processes covering from recruitment, 

performance management, disciplinary, training and payroll must be in place. 

• Clear job descriptions and employment contracts with key performance areas are necessary 

against which performance and adherence to procedures and controls can be measured.  

• On-going training, development and skills building are integral to improved productivity and 

quality output.  
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Materials and Assets 

• The management and control of all assets are a key part of operational risk management. This 

extends from fixed assets – buildings, vehicles, plant and equipment, to current assets such as 

stock, livestock, raw materials, consumables, work in progress and debtors. Weaknesses in the 

control of all these assets will impact on operations, not only as a result of the cash flow 

implications from poor management, but from the usability and availability of these assets.  

• Down time or the loss of production due to the failure, unscheduled maintenance, unavailability 

or breakdown of vehicles or equipment is often avoidable. 

  Health and Safety 

• Just about all operational activities involve some degree of personal risk. The health, safety 

and well- being of not just employees but customers and the public at large, are a non-

negotiable component of any organisational operations. The occupational health and safety 

risks associated with each of the processes in your organisation need to be assessed to establish 

their specific risks. This needs to extend to the products and services delivered by the 

organisation. These then need to be analysed and dealt with to ensure that potential accidents 

and incidents are minimised and eliminated and to ensure operations are minimally impacted.  

• Health and safety regulations require a specific focus due to the likely impact of accidents on 

employees, customers and/or the public at large. 

Supply Chain and Procurement, Supply Chain post Covid-19 

• Many of the bigger operational risks arise from supply chain failures. These can be of a very 

temporary nature to significant events with major permanent ramifications. The two most 

important questions around suppliers are will they perform or deliver as 

anticipated/expected/promised and whether you will want to do business with them going 

forward.  

• It is essential that all suppliers and service providers to an organisational are critically managed 

and reviewed on a continual basis. It is easy to get comfortable with a single supplier or 

contracted third party. Supplier diversification is a critical part of managing supplier risk. 

• Many organisations find themselves ignoring or deviating from laid down procurement 

policies, open tender processes, supplier selection guidelines and due diligence. These are 

important processes to ensure that competitive pricing, alternate suppliers and service quality 

to your organisation is maintained. It also acts a control tool around collusive dealing, conflicts 

of interest and potential fraud and corruption. 

• The sudden spread and escalation of COVID-19 has demonstrated the cross-border 

vulnerability of supply chains and business continuity plans in businesses and organisations. 

• Knowing your supply chain starts with knowing where suppliers are located, what disruption 

risks are most likely to occur, how the various governments will react to crisis e.g. lockdowns 

or border closure, and being ready to activate alternative suppliers at a moment’s notice.  

Project Management 

• Project management is "the application of knowledge, skills, tools and techniques to a broad 

range of activities in order to meet the requirements of a particular project." The overarching 

goal is typically to offer a product, change a process or to solve a problem in order to benefit 

the organisation. The process of directing and controlling a project from start to finish may be 

further divided into 5 basic phases: Project Initiation, Project Planning, Project Launch where 
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the Objectives, Quality Deliverables and Performance are covered, Project Performance and 

Project Closing 

• Given the limited resources in a small/medium sized organisations, projects have to be 

prioritised and you have to ensure that you don’t take on too much at once given that your 

priority is to focus on your customers. In smaller/medium sized organisations, the 

organisation’s leaders will invariably have to fulfil the role of project manager/s. 

Quality Management 

• The quality of products and services are at the heart of the organisation’s delivery. In many 

cases the organisation in question is not able to influence the underlying quality of products or 

services they sell or render. They are however able to exercise their prerogative by terminating 

the distribution of or the sales of specific products and cease providing services that don’t meet 

the required standards of customers. Where they are in a position of influence, they need to 

commit to quality standards to ensure repeat business and retention of their reputation. 

• Every organisation needs to make a decision around the need to formalise its quality 

management process e.g. apply for ISO certification. 

• Organisations need to have processes in place to monitor and manage the quality of raw 

materials/products/ ingredients and/or services delivered to your organisation and in turn the 

quality of raw materials, products or services delivered or provided by you to your customers. 

Disaster Recovery and Business Continuity 

• Even though your organisation may not have experienced a major operational incident, it is 

imperative that all organisations put in place a business continuity and disaster recovery plan 

in the event of one. These plans need to be comprehensive and cover most eventualities. The 

recent coronavirus outbreak and its growing implications are a clear indicator of the reasons 

and need for a comprehensive business continuity plan. 

• With disease outbreaks and pandemics, it is of paramount importance that decisions are made 

that safeguard the health and safety of employees and customers, and which also take into 

account any collateral damage that may arise or be caused by affected persons. Social 

responsibility has to be a key consideration. Importantly, an appropriate balance between a 

responsible reaction that will mitigate personal risk whilst ensuring the continuity of business 

operations and continuity of service provision needs to be achieved.  

 

Insurance 

• Insurance is one of the main ways of mitigating operational risk, particularly where this 

involves the loss of or damage to assets, business interruption losses and the overall resultant 

impact of this on operations. Where you are shipping, couriering, conveying, supplying or 

receiving goods it is important that you are clear as to exactly who has the responsibility for 

the goods at all times until ownership passes. 

• Organisations need to continually familiarise yourself with the terms and conditions of your 

insurance and the excesses that apply. 

Regulatory and Environmental 

• Regulatory compliance and meeting required standards are key components of operational risk 

management. The main regulatory areas are around labour, health, safety and environmental 

compliance. The risks of non-compliance with regulations and standards can be severe, 

particularly where the lives of employees, the public or consumers are threatened. 


